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Federation Protocol: SAML 2.0

WebEx SAML Issuer (SP ID): PF-DEMO

Issuer for SAML (IdP ID): PF-DEMO

SSO Service Login URL.: https://10.224.102.49:9031/idp/startSSO.ping?PartnerSpld=PF-DEMO
NamelD Format: Unspecified

AuthnContextClassRef: urn:oasis:names:tc:SAML:2.0:ac:classes:unspecified

Idp Initialized is checked

Target page URL Parameter: TargetResource

Auto Account Create: checked
Auto Account Update: checked

Import the certification of Ping Federate Demo as following: (The certificate is exported from the
Ping Federate Demo)


https://10.224.102.49:9031/idp/startSSO.ping?PartnerSpId=PF-DEMO

Y https://t27lssosz3. vebex. com — Site Certificate Manager — Mozilla Firefox

Site Certificate Manager

Issued to: demo dsig
Issued by: derno dsig
Version: "3

Serial number: 0111 C353 AgaF

Signature algoerithm ID: SHATwithRESA,

Issuer name: {CN, O, C} Ch=demo dsig, OU=PingFederate, 0=Ping ldentity, L=Dernver, ST=C0, C=U3
Validity from: 45007 7258 am
Valid to: 4/312 7:58 am
Subject name: (CN, 0, C}  Chi=demo dsig, CU=PingFederate, 0=Fing ldentity, Ll=0erwer, ST=C0, C=UU3

Subject Public Key Info: 3081 SF30 0D06 0924 8645 §6F7 0001 0101 0500 0351 G000 3081 8902 5181 00445 SDEY EF4F
B31F 39E2 BBEB FE73 644F 022F EGG5 E4D0 1115 COD4 D77C 6B50 AAEE 6124 9144 EES3
96596 605D EGG3 71568 6CED 4056 7158 FDDO FAFY 9718 GEEC §A10 4944 1D1C BEGE 35E3
1FB6 5E3F D31C 40F5 58DE 1F96 0535 A3ZZ BF71 134E 5FD5 8916 2612 818C 4033 1086
DF3D Z35E EAET 6005 4AEC 246D 5733 CBBA 1804 BFO3 B1FS CDSS 1CED ADOZ 0301 0001

[ Remowe the Certificate ]

b
Done t2Tlssoszd. weben. com fax

2. Install the Ping Federate Demo

Following the PingFederate-5-2-Getting-Started-Guide.pdf
To deploy the quick-start:

(1) If you have not already done so, complete the PingFederate server installation
according to instructions in the “Installation” chapter of Geftting Started.

(2) From the <pf _install_dir>/quickstart/quickstart_app directory, copy both WAR directories
and the sample-adapter.jar file into: <pf install_dir>/pingfederate/server/default/deploy This
step deploys the two Java Web applications into PingFederate’s servlet container.

(3) Stop and restart the PingFederate server, if it is running. If you are new to
PingFederate, see the section “Starting and Stopping PingFederate” in the “System
Administration” chapter of the Administrator's Manual.

(4) Copy the datazip file into: <pfinstall_dir>/pingfederate/server/default/data/



drop-in-deployer/ This step uses PingFederate’s configuration-archive hot-deployment
feature to set up the complete server configuration needed. The file is renamed with a
time stamp when the configuration is deployed to the PingFederate server. (The

drop-in-deployer directory is checked frequently when the server is running.)

Run the https://localhost:9031/quickstart-app-idp/go

By using the John/test to try the SSO process of DEMO
3. Change the SP DEMO to Webex SSO Site

Modify the configuration in admin console:
https://localhost:9999/pingfederate/app
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a) change My Server->Server Setting->Federation Info:
change localhost to ip address of server


https://localhost:9031/quickstart-app-idp/go
https://localhost:9999/pingfederate/app

ingFederate — Nozilla Firefox
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PingFederate®

‘ H License Warning: Approaching expiration date

Configuring My Server Help | Support | About | Logout (Administrator)

4@ Main | Server Settings

 System Administration | ¥ System Info | ¥ Runtime Notifications | + Runtime Reparting | v Account Management | ¥ Roles & Protocols | % [EERELRGUIE | v Metadata Signing | v/

Metadata Lifetime | ¥ Summary

Bl ou must create a Uniqus identifier for your server for Use with your federation partrers, A Uniqus identifler is required for each protocsl enabled. You will need t communicats this with your
partners out-of-band or through metadata exchange. The Base URL Is used to construct other URLs i the system and may be used as part of your system ID,

Base URL https://10. 224. 102.49: 5031 -
SAML 2.0 Entity ID PF-DEMD *
Auto-Connect Entity 1D (URL) https:/#10.224. 102. 49

< Previous

@ 2003-2003 Ping Tdenity Corporation
Al Rights Rezsrved

Transaction Total Count: 57
Transaction Failure Count: 1 N
License Enforcement Status Pingldentity’
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ingFederate — Nozilla Firefox
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B camplete the configuration necessary m look up user security contexts in your environment. This configuration was designed into the adapter for use at your site,
The sample adapter simplifies concepts borrowed from the SAML artifact binding. User attributes are passed in and out of the PingFederate server via direct HTTP(S) call, and a reference to those
athributes is passed through the user agent using a redirect. Attributes can be passed drectly to the server at Jext/ef/cropoff and a reference to them wil be issued that can then be passed a5 2
parameter of a client redirect into a PingFederate integration endpoint. The server can then dereference the attributes for the user
Field Name Field Value Description
Authentication ‘h(lps://l[l. 224, 102. 48: 8031/ quickstart-app-idp/go?act ion=loginresunePath=htt) URL of the application's endpaint to which the end user is redirected for
Endpoint B authentication
User Name * 1D that the applcation Uses to authenticate with PrgFedsrate server,
Pass Phrase [ ]« The pass phrase that the application wil use to authenticate to the
PingFecerate server, Use a long pass phrase that cannat be easiy guessed,
For your convenience, when creating 4 new adapter instance, a suitably long
clefault pass phrase has been generated for you, The generated pass phrase
valug is avalable on the next screen,
Logout Mode o Lagout O Front Channel ©Back Charnel * Haw application logout is handed. Front channel redirects the user to the
application encpoint and expect the application to redirect back to the
resume path. Back channel sends a direct HTTP request from the server to
the application
Logout Service ‘hltps://l[l. 224,102, 49: 9031/ quickstart-app-idp/go: jsessionid=} [sessionld} 7act] URL of the application's endpaint that will be used for logout. & front
Endpoint channel logout redirects the user to the application endpoint and indudes a
reference a a query parameter. When resolved this refierence gives all the
attributes of the user as wel as the resume path, Back channel sends a
ditect request to the endpoint and the ${attribute-name] syntax can be
v

wsed with an attribute to buld 2 dvnamic URL,
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¢) Change My IdP Configuration -> Default URL
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@Main | 1dP Default URL

EJ1dP Default URL|

ElEntter values that affect the user's experience when executing IdP-initiated SSO operations

Provide the default URL you would like to send the user to when Single Logout (SLO) has succeeded.

[mttps2//10. 224. 102. 49: 8031/ quickst art-app-idp/go |

Provide the error text displaved in 3 user's browser when an S50 operation fals,

Please contact your system administrator(Wesley Zhu)
for assistance regarding this error.
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d) Change My IdP Configuration -> Demo SP -> General Info
Base URL.: http://t27Issosz3.webex.com

) PingFederat Nozilla Firefox
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@ Main | SP Connection
+ Connection Type | ¥ Connection Options | % [ESTIRENN | ¥ Browser S50 | + Credentials | ¥ Activation & Summary
B This infrmation identifies your partner's unique connection identifier (Cannection ID). Cannection Name represents the plain-language identifier for this connection. Optianally, you can
specify a Virtual Server ID for your awr server to use when communicating with this partrer. If set, the virtual ID will be used in place of the unique protocal identifier configured for your
server in Server Settings. The Base URL may be used to simplify configuration of partner endpoints.
Partrier's Entity 1D (Connection ID) *
Base URL http://t271ss0sz3. webex. con
Logging Made @Mnare
O standard
OEnhanced
OFul
. ]
Done 10,224, 102.49. 9999
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e) Change My IdP Configuration -> Demo SP -> Attribute Contract
Add the email, lastname, firstname and uid for site account autocreate/autoupdate
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B an attributs Contract is a set of user attributes that this server will send in the assertion,
Attribute Contract
SAML_SUBJECT

Extend the Contract  Action

emai Edt / Delete
Emall Address Edit / Delete
Fitst Name Edt / Delete
firstrame Edit / Delete
Last Name Edit/ Delete
Iastriame Edt / Delete
Merrber Status Edit / Delete
uid Edit / Delete

< Frevious
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f)  Change My IdP Configuration -> Demo SP -> Attribute Contract Fulfillment
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B Fulfill your Atiribute Cantract with values fram the authentication adapter or with dynamic f2xt values, Negotiate with your partner to determine what default values o sen
Attribute Contract value

Emal Address

First Name

Last Name

Mermber Status

SAML_SUBIECT
fistname
lastriame
e

d.

Actions

None availsble
None availsble
None available
None availshle
MNone available
None available
None availsble
None available

None availshle
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© 2003-2009 Ping Tdertity Corporation

g) Change My IdP Configuration -> Demo SP -> Assertion Consumer Server URL

Endpoint: URL: /dispatcher/SAML2AuthService.do?siteurl=t271ssosz3 (P

0ST)

(F3
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@ Main | SP Connection
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Summary

B s the Id, you send SAML assertions to the SP's Assertion Consumer Service. The SP may request that the SAML assertion be sent 10 one of several URLs, via different bindings. Please
provide the possible assertion consumer URLS below and selert one o be the default,

Default Index Binding Endpoint URL Action
default 0 poST Jdispatcher/SAML2AuthService. dofeiteLr =t Tlssosz3 Edit / Delete
1 Artifact JspfBCS.sarmi2 Edit / Delete
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h) Change My IdP Configuration -> Demo SP -> Signature Policy
Always sign the SAML Assertion
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5] aciditional guarantess of authenticity may be agreed upon between you and your partner, For SP-initiated S50, you can choose to require signed authentication requests sent via the POST or
redirect bindings. Yfou can aleo choose t sign assertions sent 1o this partner, regardiess of the binding used,

[CRequire AuthN requests to be signed when received via the POST o Redrect bindings

Iways dign the SAML Assertion
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4. Test the Idp-Initialized SSO Process
Step 1: run the http://t271ss0sz3.webex.com
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Step 2: Click the My Webex Tab
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Step 3: use default user john/test login
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In Step2, click the ‘Host Login’ Button to test different relaystates (different return url)

) WebEx Nesting Genter — Nozilla Firefox

File Edit View Hiztery Bookmarks Tools Help

@->-@ (0 [ [ stirs://e2iasoss. webes, con/mO306L/myvebe/deuslt, dosi tourl 2Tl szoszd &l ») [Cl[cerae <]
] Mozilla org — Home. L tindors Media [ Windows [| % Hotmail || BENEER

Cisco

webex

Browse Meetings

New User Referance

Search for meetings by host, topic, a1 words in the agenda,

\ | (sl & &
Browse Meatings
. Today Daily | Weekly | Momhy | English : San Francisco Time

Register

w Attend a Mesting

4 Sunday, May 17, 2009 » :I
~w Host a Meeting

Cerolixliny [ Show past meetings (] Show only meetings that require registration

My Mestings ) ) .
Time v Topic Host Duration
) SetUp No meetings are sither scheduled or in progress.
w Support
MyResources

User Guides
Downlaads
Training

Contact Us

2008 WsbEx Comrmunizations, Ine. All vights veseruad
Privacy | Terms of Service | Request sbout webEx seruices

Done
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5. Test Account Auto Create and Account Auto Update

Remove the User John in Center DB to test the Account Auto Create.



Change the first name/ last name of User John in the Siteadmin, to test the Account Auto Update



